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Abstract

The Industrial Revolution 4.0 has become a new paradigm in today's era
marked by increased connectivity, interaction, and boundaries between
humans, machines and other resources. The rapid development of technology
with its characteristics is the interconnectivity of intelligent systems and
automation. The use of technology, one of which is big data, has a widespread
impact. Big data technology gives rise to new forms of social life. One of them
is through social media where users can connect with people around the
world. Users communicate any ideas to other users. All forms of gadgets have
made this happen. Social media has attracted the enthusiasm of users in their
daily practice in society. With such a high data growth rate, it is followed by
all the consequences that must be addressed and adjusted based on social
construction in a civilized, moral and ethical technological society. This
requires technology that can keep pace with the increasing data growth rate
over time and the increasing use of information and communication
technology. In addition, each related party needs to respond with policies that
are able to regulate the order of social life. Ultimately, big data presents many
challenges to privacy so it is necessary to design fair and feasible procedures.
How exactly the policy package responds to each challenge may vary, but will
ultimately work if it can ensure fair and appropriate protection for those at
risk from this new form of privacy hazard.
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Introduction
The Industrial Revolution 4.0 has become a new paradigm in today's era.
Since 2011, the Industry 4.0 era has emerged marked by increased
connectivity, interaction, and boundaries between humans, machines and
other resources. The Industrial Revolution 4.0 is also called a combination
of the era of automation technology and cyber technology. Currently, the
Industry 4.0 era has been marked by the widespread use of technology
(Darmawan, 2021). The rapid development of technology with its
characteristics is the interconnectivity of intelligent systems and automation.
There are several technologies that are considered to be the main pillars of
Industry 4.0, namely, Data Science, Internet of Things (IoT), Big Data,
Artificial Intelligence (Al), Cloud Computing and Additive Manufacturing.
3D printer technology is a part of additive manufacturing technology
that has been around for the past three decades. Cloud Computing is a
method of storing various services over the internet. The resources in
question are examples of applications such as data storage, servers,
databases, networks, and software. Cloud computing is a popular option
because it has many advantages, such as cost, increased productivity, speed,
efficiency, performance, and security. Data science develops messages
because it is supported by not only statistical methods, but also Al-based
methods. Al-based methods are growing rapidly and are getting more
accurate because they are supported by the availability of abundant data
(which is often called a corpus). The abundance of data occurs because of
the use of IoT in society. The ability to acquire, store and process this
abundant data is made possible by the presence of big data technology.
Social life in the world has involved big data technology. The availability
of digitally recorded social data is increasingly abundant. This shows that
technology has been able to provide added value in the lives of all levels of
society (Al Hakim et al., 2014). The implementation of big data or data sets
in large quantities has generally been applied to types of businesses that can
provide better changes to society (Khayru, 2021; Sinambela & Putra, 2021).
For industry circles or practitioners, big data has opened up
opportunities to set business strategies and innovations in terms of
processing, analyzing and storing data with high volumes and high volatility
rates quickly and effectively (Darmawan, 2012). Big data has been used as
one of the decision makers in business (Gunawan et al., 2012).
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Big data has also encouraged the development of a form of
industrial revolution 4.0 called Society 5.0 as a concept of a human-
centered and technology-based society developed by Japan. This concept
was born as a development of the industrial revolution 4.0 which is
considered to have the potential to degrade human roles. Through
Society 5.0, artificial intelligence will transform big data collected
through the internet in all areas of life (the Internet of Things) into a
new wisdom, which will be dedicated to improving human abilities to
open up opportunities for humanity. Next is a review of the impact of
big data technology, especially on social life.

About Big Data

The term "big data" refers to data that is so large, fast or complex that it is
difficult or impossible to process using traditional methods. Accessing and
storing large amounts of information for analytics has been around for a
long time but the concept of big data gained momentum in the early 2000s
(Mardikaningsih et al., 2015). Thus, big data has internet media originating from
various complex sources where the process is carried out in stages (collection,
organization, storage to analysis) and requires very expensive resources.

Big data must meet 6V: Volume (amount of quantity); Variety
(various forms: documents, sound recordings, pictures, videos, etc.);
Velocity (fast data changes due to its nature coming from various sources);
and Value (the process of finding the meaning behind a set of data); and
Veracity (assurance of accuracy of available data). The large scale and
complex procedures have caused big data to be grouped into five
categories, namely: 1) data sources; 2) content formats; 3) data stores; 4)
staging data; 5) data processing. Big data can be found in many sources.
Currently, there are several sources that most often contribute large
amounts of data and have good quality. Among others are.

a. The internet is the largest data provider and is most often used by all
parties because the way the internet itself works is to store all data from
its users. So, any search activity will be saved and then become a data
set. This is the reason why the cache on the browser or device used to
surf the internet is very easy to fill because it contains all data from the
results of surfing activities on the internet. This data can be used
according to the interests of its users.
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b. Smartphones are also a contributor to data on a large scale because any
activity is automatically stored by the device. The biggest data source on
a smartphone itself is the application installed on it. So, every time this
application runs, data will be obtained and collected by the system.

c. Social media which is now widely accessed by anyone on a large scale.
Every photo, video, including tweets on social media is already called
data.

d. Digitizing certain media then creating data sources and managed by
various parties. For example, the company provides data in the form of
music, which is then released to the public in the form of audio and can
be enjoyed on a number of platforms or applications.

The presence of big data technology encourages technology companies
such as IBM, Google, Amazon and Microsoft to provide a data processing
platform (a place to analyze data) for big data so that the analysis results
obtained appear near to real time. That way, each user does not need to store
data that is so large, numerous and varied that it will cost a lot of maintenance.
This makes big data an asset that has promising economic value.

Big Data and Social Media

Social media has become a major part of most people's lives. It allows users
to interact with each other, receive news, and connect socially. Traditionally
it is used by individuals to relate to other people. Over time it has enabled
businesses and organizations to connect with customers and individuals
(Retnowati & Mardikaningsih, 2021). The use of social media has grown,
as has the industry currently using it (Xu et al., 2014). Social media
applications which are technological innovations are increasing as
organizations recognize the amount of raw data available on social media
platforms. A social networking service (or social networking site) is an online
platform distributed across multiple remote computers. Millions of people
around the world use social media to upload text, photos, videos, update
their current status and post daily comments. The rapid growth of online
social networking link sites (e.g., Facebook, Myspace), media sharing
networks (e.g., YouTube, Instagram), microblogging (e.g., Tumbler,
Twitter), has prompted researchers to investigate published content and
analyze user behavior (Feng et al. al., 2018; Heidemann et al., 2012). Social
network refers to the structure among people or other social entities with
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the ends linked to their associations (Busalim, 2016). In this structure, nodes
are considered as people (or things) in the network, and interactions are
expressed through edges or links between them. The social network is
derived from mathematical graph theory, which is defined as a graph, G=
(V, E), where V is the set of vertices or vertices that refer to people or objects,
and E denotes the set of edges or ties indicating the relationship that
connects each of them. people (Bello-Orgaz et al., 2016).

Social media is categorized as big data because it is a source of data
or information that can be shared or exchanged between individuals or
groups (communities) via URLs. Specifically for social media data,
Batrinca and Treleaven (2015) classify it into two types: historic data sets
(data that has previously been accumulated and stored) and real-time data
(data taken directly without any specific time lag).

Viral and discussion sourced from social media usually focuses on
text-based material such as Tweets from Twitter, Posts from Facebook or
Instagram, Videos from Youtube. Multimedia and image-based social
media applications have also become popular. These social media apps rely
on images and videos to connect people with one another (Azizah, 2015).
Users can edit images and videos and add filters, which are used to change
the look and feel of images. Examples of image-based social media
applications include Instagram, Tik tok and Snapchat. The popularity of
this type is rapidly growing with sites having hundreds of millions of users.

In the Indonesian Digital Report issued by We Are Social and
Hootsuite in 2020, there were 175.4 million internet users in Indonesia in
January 2020. The number of internet users in Indonesia increased by 25
million (+17%) between 2019 and 2020. Internet penetration in Indonesia
reached 64% in January 2020. Social media users in Indonesia were 160.0
million users in January 2020 or more than half of the population. More
than 80 percent of them are users of YouTube, WhatsApp, Facebook, and
Instagram. While half are Twitter and Line users. These platforms have
different functions. There are messengers like WhatsApp, microblogging
like Twitter, and image-based ones like Instagram. Despite the differences
in their respective functions, what unites all these platforms are text and
images. In essence, these texts and images are the "language" used to
communicate between users. The difference is in the real world,
statements from everyone's mouth will be easily forgotten and ignored,
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while on social media, these statements can be saved. The number of social
media users in Indonesia increased by 12 million (+8.1%) between April
2019 and January 2020. Social media penetration in Indonesia reached
59% in January 2020. Mobile connections in Indonesia, there were 338.2
million connections in January 2020 The number of mobile connections
in Indonesia increased by 15 million (+ 4.6%) between January 2019 and
January 2020. The number of mobile connections in Indonesia in January
2020 was equivalent to 124% of the total population.

Today there are millions of texts, images, and videos that come from the
hustle and bustle of human interaction on social media. The number continues
to grow rapidly. All that is stored is a digital footprint that has meaning in any
form and is the latest way to understand human behavior (Mendrika, 2021).
The importance of big data is not just about how much data you have, but what
you can do with it. When someone is able to combine big data with accurate
analysis, it is possible to take advantage of it according to their interests.

Big Data and Novelties

The concept of the data-information-knowledege-wisdom (DIKW)
hierarchy (Rowley, 2007) or often referred to as the wisdom hierarchy
provides a reasonable reason why the big data phenomenon is so
developed. With the large potential of the data currently and in the future,
the potential for information available to be transformed into knowledge
is also great so that it can optimize decision making (wisdom). Thus, if big
data can be handled properly, it will provide great benefits for the
organization, especially it will be wiser to make decisions based on data
(data driven) in conditions of dynamic environmental changes.

Big data has high volume characteristics, from terabytes to zettabytes. This
has consequences for storage capacity and data processing capacity that cannot
be handled by current conventional information technology and methods.
Storage methods and techniques applied to date lead to parallel processing in a
distributed system environment, both in terms of storage media and processing.

The velocity characteristics of big data change the point of view of
batch data processing, into dynamic data processing. The data is no longer
viewed statically, but dynamically as a stream. Apart from being a data
stream, big data is also related to the movement of large amounts of data
(high volume movement) such as spatial data, images, and others.
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Big data comes from various events. All human activities that use
computers, gadgets, sensors and other equipment (IoT) generate big data.
In addition to various sources, in terms of structure, they also vary, ranging
from structured, such as: transaction data (money market, e-commerce,
etc.), semi-structured, or unstructured, such as: image, opinion text on
social media. and web pages on the internet. For this reason, methods and
technology are needed to integrate big data from various sources and from
these different formats.

The main problem of big data is known as the data deluge
phenomenon, a phenomenon where the data growth rate is higher than the
rate of an organization's ability to process and analyze data. Therefore,
processing and analyzing data really requires unconventional technology and
technology that can keep pace with the data growth rate that increases over
time and the increasing use of information and communication technology.

In addition, Boyd and Crawford (2012) argue that big data has
created a new knowledge system that changes the object of knowledge. Not
only that, big data is able to analyze, describe and predict patterns of
communication, behavior and even social and non-social issues such as
crime, patterns of disease spread, and so on (Tene and Polonetsky, 2013).

Big data has transformed the conventional paradigm of social science
into what is known as computational social science which demonstrates
the human ability to observe a world that is so complex and dynamic
environment as it is today (Chang et al., 2014). For Mason et al. (2014),
computational social science is not just a paradigm, but a research field
that examines the intersection between computer science, statistics, and
social science, where computational methods are used to answer problems
related to society. In contrast to computational social science, another
word that is also popular among academics is social computing which
emphasizes the design of support systems to facilitate human social
interaction, including studying how and why humans produce content
(Mason et al., 2014).

Big data also gives rise to new branches of science, one of which is
Digital Humanities. Although not yet categorized as a scientific discipline,
Digital Humanities is a new study that is currently developing to explore
human involvement with the development of technology, media and
computing methods (Svensson, 2010).
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Tene and Polonetsky (2013) argue that big data challenges the principle
of personal data or the so-called personally identifiable information data
minimization concept; consent (individual control); and individual access rights.
Personal data and privacy in the internet space is a debate in the big data era. Is
personal data available in public spaces such as the internet categorized as public
data, which raises the question of why access to such data is limited to commercial
companies only? If not, does a researcher have the right to access and collect
personal data on the internet for the sake of scientific development? Who will
be responsible if these actions can infringe on someone's right to privacy?

Big data requires an adequate procedure to reduce the potential for
privacy violations. To minimize the violation of privacy rights, a person can
use de-identification or disguise the identity of the data owner so that it
cannot be tracked or determined by subject such as pseudonyms,
abbreviations, encryption, coding, and so on. However, this method does
not yet have a standard procedure and has no legal force.

Crawford and Schultz (2014) provide suggestions regarding
procedural data due process. A procedure for collecting and processing data
that enforces the principle of justice or the right of due process as in the
legal system. There are law enforcement principles that are applied in the
big data process so that data users must follow procedures or procedures that
have permanent legal force to maintain fairness for the owner of personal
data. Due Process in the legal system will limit the authority of the regulators
involved in upholding the principle of the rule of law. In big data systems,
Due Process is difficult to implement due to the absence of regulations
governing the interaction between application designers, algorithms, output
from the computer itself, or data owners. This will be a challenge for the
relevant authorities to formulate policies on this matter.

By using computing tools, data is collected over the internet quickly
and easily. However, this invites debate regarding data as a public good. If the
data stored on the internet is categorized as public goods, why is access to the
data so limited and only available to global-scale commercial companies?
The next issue related to this is the privacy and ownership of the data itself.
Whether public goods data available on the internet (including personal
information) can be accessed, collected and analyzed by certain parties and
how it relates to human rights to protect and maintain their privacy. This is
still a debate that has not found a bright spot and legal certainty.
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Conclusion

The presence of the internet and its derivative products has raised the
status of various groups of people in all parts of the world. Big data is a
collection of processes that consist of large volumes of data and can
accommodate structured and unstructured data which have several
functions and benefits related to the need for large data storage with
faster and more efficient data reading processes.

In relation to big data, this technology can provide added value in
people's lives. Almost everyone uses what is called social media to access
various information and share personal daily activities. Of course, many
upload photos, videos and text into these social media applications. All
of this information is a type of data that will be recorded and stored in a
database system with a large capacity. With such activities, you can
imagine what size social media such as Facebook, Twitter, Instagram must
allocate to accommodate data every day. The best solution to overcome
this problem is to use big data that has good performance in handling
large-scale data.

On the other hand, social media does not always represent real life,
various manipulations in an increasingly sophisticated cyber world is not
impossible to make it possible for users to draw wrong conclusions and
fail to understand social reality. Users must be critical and knowledgeable
so as not to easily draw conclusions without clear sources.

With regard to policies, planning and data synchronization can be
implemented with a policy on data integration (data-driven policy). Big
data can be used to create new policies in the future. In the long-term
plan, policies resulting from big data are expected to have an impact on
economic progress in Indonesia.

In addition, the most basic element that needs to be done to
achieve these things is to cultivate a data mindset and achieve data (data
sharing) which will have an impact on the ease of data integration
between institutions and industries which are considered to be still
separate. Although it is difficult and there are many obstacles to make it
happen, but this may be solved in the future and must start from now.
The government must act as an enabler by cultivating data in its
government system so that an ecosystem can be created. Currently, the
government has indeed learned by building the data.go.id site. This site
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is the center of various data, such as infrastructure and poverty index.
However, assessing that the management is not optimal because the data
displayed is not up-to-date. Data should be used to determine policy and
it will have an effect on society.

Ultimately, big data presents many challenges for privacy so it is
necessary to design fair and feasible procedures. How exactly the policy
package responds to each challenge may vary, but will ultimately work if
it can ensure fair and appropriate protection for those at risk from this
new form of privacy hazard.
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