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Abstract

This research analyzes the validity of electronic contracts based on the
requirements for a valid agreement under the Indonesian Civil Code and
examines the evidentiary strength of electronic signatures and legal
protection for parties in digital transactions in Indonesia. The research
employs normative juridical method with statutory, conceptual, and
comparative approaches. The findings indicate that the requirements for
a valid agreement remain applicable to electronic contracts, yet the
mechanisms for fulfilling these requirements have adapted to digital
technology. Certified electronic signatures possess evidentiary strength
equivalent to wet signatures, while uncertified electronic signatures have
limited evidentiary power. Consumer protection in electronic contracts
faces challenges due to the imbalance of bargaining positions and the
dominance of standard clauses. This research recommends regulatory
reform and jurisprudential development to ensure legal certainty in
electronic contracts.
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Introduction

The development of digital technology has fundamentally changed the way
society conducts legal transactions, including in the field of agreements.
Electronic contracts as a form of agreement made through electronic
means increasingly dominate various business and consumer activities in
Indonesia. The rapid digital transformation also alters the patterns of
interaction and relationships between parties across various sectors, thus
demanding an adjustment of a more responsive legal framework to these
changes (Darmawan, 2024a). This phenomenon presents new challenges
for the civil law system, which was historically developed to regulate
conventional agreementswith physical and face-to-face characteristics. The
ability of society to gradually learn and adapt to new interaction patterns
also determines the success of adaptation to such technological changes
(Kurniawan & Darmawan, 2021). Contract law needs to be interpreted
and applied within a digital landscape that has different characteristics,
such as transaction speed, the anonymity of the parties, and massive
transaction volumes (Utomo & Thukuse, 2025). The changing patterns of
increasingly automated activities also demand an increase in knowledge
and involvement of the parties so that theyare able to keep up with these
developments adequately (Darmawan, 2024b). Legal issues that arise
include how to determine the momentan agreement is reached, how to
verify the capacity and identity of the parties, and how to guarantee the
validity of a contract whose formation process takes place in digital space.
The shift in activity management patterns due to digitalization also
encourages a reorientation toward a more flexible form of regulation that
aligns with the demands of the times (Mardikaningsih, 2025).

The requirements for a valid agreement serve as the main
benchmark in assessing the validity of electronic contracts. These four
requirements, namely the agreement of the parties, the capacity to make
an engagement, a specific object, and a lawful cause, are cumulative and
must be met in their entirety. The fulfillment of these four requirements
electronically becomes an important aspect in realizing fair and
accountable electronic transactions for the parties involved (Purnomo et
al., 2025). In conventional contracts, the fulfillment of these requirements
is relatively easy to verify through wet signatures, direct meetings, and
physical documents (Nilamjati et al., 2025). In electronic contracts, the




Recognition of Electronic Signatures and Evidentiary Power of Digital Contracts in Indonesia
(Setiyono, B., F. Dirgantara, & D. Darmawan)

process of fulfillment and proof of these requirements faces challenges of
a technical and juridical nature. A more flexible regulatory structure is
needed so that the legal system can adapt to these technical dynamics
without diminishing the certainty of fulfilling the four requirements for a
valid agreement (Darmawan & Mardikaningsih, 2023). The fundamental
difference between these two types of contracts lies in the medium used to
express intent and create agreement among the parties.

The element of agreement in electronic contracts becomes a critical
point because the formation of consent is not carried out through the
signing of physical documents, but rather through various digital
mechanisms. Click-wrap agreements, electronic signatures, confirmation
email transmissions, and active behaviors indicating acceptance of an offer
are common forms of expressing consent used in electronic transactions.
The ability of users to access and understand these digital consent
mechanisms is heavily influenced by their level of technological skills,
meaning that accessibility and equality of access also affect the validity of
the formed agreement (Ramle & Mardikaningsih, 2022). Contract law
doctrine adheres to the receipt theory, which states that an agreement is
formedat the moment the acceptance of an offer reachesthe offering party
(Hosseininasab & Hosseininasab, 2024). Problems arise because digital
consent mechanisms are often executed very quickly and without adequate
verification by one of the parties. The technological utilization gap among
user groups is also a factor that needs to be considered so that digital
consent mechanisms do not create disparities in understanding the
contents of the agreement (Darmawan, 2024c). The user practice of
clicking the agreement button without reading the entire contents of the
contract has become a common phenomenon that raises questions
regarding the validity of the agreement.

The verification of the capacity of the parties in electronic contracts
faces more complex challenges compared to conventional contracts due to
the anonymity and ease of access that characterize the digital world.
Everyone is legally presumed capable of making engagements unless
declared incapable by law; however, in electronic contract practices, the
identity and legal status of the parties are often difficult to ascertain. This
obscurity of identity is closely related to the issue of personal data
protection, because the process of verifying capacity essentially also relies
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on the management of valid and accountable identity data (Lutrianto &
Al-Qasimi, 2025). Minors or persons declared legally incapable can easily
create accounts and enter into electronic contracts without the knowledge
of their contracting partners (Tudose, 2025). The lack of identity
verification in the digital space also opens up opportunities for the
exploitation of parties who are legally or socially in vulnerable positions
(Lukmantara et al., 2022). This poses significant legal risks because
contracts made by incapable parties can be annulled, thereby disrupting
legal certainty in electronic transactions. Such conditions emphasize the
need for strategic reorientation in designing protection mechanisms for
vulnerable parties so that they are not disadvantaged due to undetected
legal incapacity (Issalillah & Khayru, 2025). The development of digital
verification technologies such as electronic identities, authentication
codes, and biometric recognition provides technical solutions, but has not
yet fully resolved the underlying legal problems.

The object of the agreement in electronic contracts is frequently in
the form of immaterial digital goods or services, such as software licenses,
digital content, and subscription-based services. The development of the
utilization of digital means as business promotion media also broadens the
variety of digital objects that become part of electronic agreements in
Indonesia (Infante & Mardikaningsih, 2022). Legal construction regarding
the object of the agreement, which historically has been oriented toward
physical objects, needs to be interpreted broadly to accommodate digital
agreement objects. The provision concerning a specific object requires that
the object of the agreement must be clear and determinable, which in the
digital realm can be fulfilled because such objects are typically explicitly
stated in electronic documents. The clarity of the transaction object
becomes increasingly important given the ongoing circulation of non-
standard products, so that provisions concerning specific objects also serve
to prevent the circulation of objects whose legality is unclear (Purwanto et
al., 2025). Lawful cause as the fourth requirement must still be fulfilled
under the condition thatthe contentand purpose of the agreementdonot
conflict with the law, morality, or public order (Elyviatino & Nugroho,
2025). A fair legal framework for all business actors, including small and
medium-scale business actors, is also necessary so that the determination
of digital agreement objects is not unilaterally dominated by parties
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holding a stronger position (Indarto etal., 2023). In the digital realm, there
are transactions which, although conducted electronically, substantially
contain prohibited causes, such as the buying and selling of illegal content
or the financing of cybercrime activities.

Electronic signatures hold a central position in electronic contracts
because they function as proof of consent and identification of the
involved parties. The legal system recognizes two types of electronic
signatures, namely certified electronicsignatures and uncertified electronic
signatures, with differing evidentiary strengths. Certified electronic
signatures created using electronic certificates from electronic certification
providers possess legal force equivalent to wet signatures. The execution of
contracts that have been agreed upon through electronic signatures must
still be grounded in the principle of good faith so that the rights and
obligations of the parties are fulfilled as appropriate (Irfansyah et al., 2024).
Uncertified electronic signatures in the form of scanned images of wet
signatures or consent via instant messaging applications possess more
limited evidentiary strength (Dahlan et al., 2025). In daily practice, the use
of uncertified electronic signatures is highly dominant, particularly in
simple digital transactions and business communications. Law
enforcementis also demanded to continuously adapt to various new forms
of violations arising from the development of digital means, including
those related to the validity and misuse of electronic signatures (Mahmud
etal.,2023). The gap between normative regulation and digital community
practice creates legal uncertainty that requires serious attention. The
resolution of issues arising from the misuse of digital space, including
content contrary to the law, requires an approach oriented toward the
restoration of the rights of the aggrieved parties (Rianto et al., 2023).

The legal protection of the parties in electronic contracts faces special
challenges due to the imbalance of positions between business actors as
platform or service providers and consumers as end-users. This imbalance is
manifested in the use of standard agreements or adhesion contracts whose
entire contents are determined unilaterally by the business actor. The
regulatory uncertainty accompanying the development of electronic
transactions also poses a distinct challenge to the business continuity of
digital business actors in carrying out their activities (Mardikaningsih &
Darmawan, 2021). The principle of good faith serves as the foundation to
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assess whether the clauses in electronic contracts have been made with due
regard to the interests of the parties fairly (Rahma & Sulastri, 2025). The
commitment of the parties in carrying out contractual obligations is also
influenced by psychological factors that foster trust and active involvement
in the contractual relationship (Darmawan & Mardikaningsih, 2022).
Provisions regarding consumer protection provide additional protection
through the prohibition of standard clauses that disadvantage consumers,
as well as the obligation for business actors to provide clear and non-
misleading information. The ability of both business actors and consumers
to adapt to regulatory and technological changes also determines the
effectiveness of protection that can be obtained in electronic transaction
practices (Mardikaningsih & Darmawan, 2022). Personal data protection
also becomesan important dimension because the collection and processing
of personal data in electronic contracts is unavoidable and requires a valid
legal basis. The role of the legal profession is likewise necessary in
strengthening protection and dispute resolution efforts for parties
disadvantaged in electronic contract practices (Jayadi et al., 2025).

This study aims to analyze the validity of electronic contracts based
on thelegal requirementsofan agreement. Thisstudy also aims to examine
the legal strength of electronic signatures in proving electronic contracts
and to analyze legal protection for the parties involved in electronic
contracts. Furthermore, this study aims to identify challenges in the
development of electronic contract law in Indonesia. Thus, this study is
expected to contribute to the development of contract law that is
responsive to the development of digital technology.

Method

This research is conducted by applying normative legal research methods
complemented by a statutory approach, a conceptual approach, and a
comparative approach. The examination of provisions in the Indonesian
Civil Code, Law Number 1 of 2024 concerning the Second Amendment
to Law Number 11 of 2008 concerning Information and Electronic
Transactions, Law Number 8 of 1999 concerning Consumer Protection,
Law Number 27 of 2022 concerning Personal Data Protection, and
Government Regulation Number 71 of 2019 concerning the
Implementation of Electronic Systems and Transactions is carried out
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through the statutory approach. The analysis of legal concepts related to
agreements, electronic signatures, and consumer protection in electronic
transactions is carried out using the conceptual approach.

The legal materials used in this research consist of three types,
namely primary legal materials, secondary legal materials, and tertiary legal
materials. Primary legal materials encompass laws and regulations in the
fields of civil law, information and electronic transactions, consumer
protection, and personal data protection. Secondary legal materials in the
form of literature, journal articles, and legal doctrines relevant to
electronic contracts are used as supporting sources. Tertiary legal materials
such as legal dictionaries and encyclopedias are also utilized to enrich the
analysis. Data collection is carried out through library research, the
implementation of which includes inventorying, classification, and
systematic analysis of the legal materials that have been gathered (Jorovlea
& Tudor, 2023). Data analysis is conducted qualitatively using
grammatical interpretation and systematic interpretation methods to
capture the meaning and purpose of electronic contract regulationsin laws
and regulations. The analysis results are presented in the form of
descriptive-analytical narratives detailing the wvalidity of electronic
contracts, the legal force of electronic signatures, the legal protection of
the parties, as well as the challenges and recommendations for the
development of electronic contract law in Indonesia.

Result and Discussion

The Application of the Requirements for a Valid Agreement in
Electronic Contracts According to the Civil Code

The validity of electronic contracts must be measured based on the
requirements for a valid agreement as stipulated in Article 1320 of the Civil
Code. This article determines that for the validity of an agreement, four
conditions are required, namely the agreement of those who bind
themselves, the capacity to make an engagement, a specific matter, and a
lawful cause. These four requirements are cumulative, meaning that all of
them must be fulfilled for an agreement to be declared valid and legally
binding (Firmanto, 2025). The same principle of legal certainty also serves
as the basis for the regulation of various other technology-based transaction

SISI - Vol. 6 No. 1, 93-126 [|EERR




Studi Ilmu Sosial Indonesia

forms, including the regulation of digital credit which is now specifically
regulated in business law and financial markets (Yuristiawan et al., 2024).

The sociological and juridical legitimation of the application of Artide
1320 of the Civil Code in the cyber realm is explicitly recognized by the state
through Article 18 paragraph (1) of Law Number 11 of 2008 concerning
Information and Electronic Transactions, which states that electronic
transactions set forth in electronic contracts bind the parties (Permatasari &
Silalahi, 2025). Furthermore, the synchronization bridge between
conventional and digital validity requirements is locked by Article 46
paragraph (2) of Government Regulation Number 71 of 2019 (PP PSTE),
which asserts that an electronic contract is deemed valid if it fulfills the
elements of agreement, is conducted by capable legal subjects, contains a
specific matter, and has a lawful cause. Such legal recognition also reinforces
certainty for business actors in conducting electronic commerce transactions,
including in fulfilling tax obligations for such transactions as regulated in
value-added tax provisions for e-commerce transactions (Wibowo et al., 202 3).

The application of these four requirements in electronic contracts
faces distinct challenges due to the characteristics of digital transactions,
which differ from conventional agreements. The fundamental difference
lies in the medium used to express intent and create agreement among the
parties, which in electronic contracts takes place through digital means.
The flexibility of this digital medium is accommodated by Article 1
number 17 of the ITE Law, which defines an electronic contract as an
agreement of the parties made through an electronic system, so that the
transition from a physical medium to cyberspace remains within the
corridor of legal certainty. The role of technology in changing business
transaction patterns is increasingly evident along with the growing
utilization of electronic systems by business actors to increase their
business revenue (Sinambela et al., 2021).

The first requirement, namely the existence of an agreement, is a
critical point in electronic contracts. Agreement in conventional
agreements is usually manifested through the signing of a contract
document by the parties. In electronic contracts, agreement can be
expressed through various mechanisms, including clicking an agree button
known as a click-wrap agreement, signing with an electronic signature,
sending a confirmation email, or active behavior indicating acceptance of
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the given offer. Contract law doctrine adheres to the view that an
agreement is formed at the moment the acceptance of an offer reaches the
offering party based on the receipt theory (Hosseininasab &
Hosseininasab, 2024). Legal issues arise when agreements in electronic
contracts are formed through mechanisms that are very rapid and
frequently without careful verification by one of the parties. Changes in
work patterns and business interactions in the digital era also drive a shift
in how parties express consent, along with demands for efficiency that
increasingly rely on creativity and innovati

The practice of click-wrap agreements, where users click the consent
button without reading the entire contents of the contract, is a very
common phenomenon in digital transactions. The Supreme Court in
several of its rulings has recognized the validity of click-wrap agreements
provided that the bound party has adequate access to read and understand
the contents of the agreement before giving consent. This recognition
indicates that agreements in electronic contracts remain legally valid if the
parties are given a reasonable opportunity to know and understand the
contents of the agreement (Martinelli et al., 2024). The validity of
agreements in electronic contracts heavily depends on the availability of
mechanisms that allow the party giving consent to access and understand
the entire contents of the contract.

The second requirement, namely the capacity of the parties, is
essentially no different between conventional contracts and electronic
contracts. Article 1329 of the Civil Code states that every person is capable of
making engagements, unless declared incapable by law. The challenge in
electronic contractsis the verification of the capacity of the parties, particularly
considering the anonymity and ease of access that characterize the digital
world. A minor or a person declared legally incapable can easily create
accounts and enter into electronic contracts without the knowledge of their
contracting partner (AV & Yustiawan, 2023). The protection of vulnerable
legal subjects is a special concern in the judicial system, as seen in the efforts
to provide legal protection for children in conflict with the law through
diversion and guidance mechanisms (Utama et al., 2024). The development
of digital verification technologies such as electronic ID cards (e-KTP), one-
time passwords, and biometric authentication provides technical solutions,
but has not fully resolved the fundamental legal issues regarding the certainty
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of identity and legal status of the parties. The gap in the ability to adopt this
digital verification technology is also felt by various user groups, including
older workerswho face distinct challenges in implementing digital technology
within organizational environments (Darmawan, 2023).

The third requirement, namely the existence of a specific subject
matter or een bepaald onderwerp, in electronic contracts can generally be
fulfilled because the object of the agreement is usually stated explicitly in
electronic documents. The objects of agreementsin electronic transactions
are frequently in the form of immaterial digital goods or services, such as
software licenses, digital content, or subscription-based services. The legal
construction regarding the object of agreement in the Civil Code, which
historically has been more oriented toward physical objects, needs to be
interpreted broadly to accommodate digital agreement objects (Elyviatino
& Nugroho, 2025). The development of the digital economy has
broadened the scope of agreement objects without altering the basic
principles concerning object certainty as regulated in contract law. The
object of the agreement must remain clear, determinable, and not contrary
to the law. The expansion of such digital objects also opens up financing
opportunities for micro and small businesses through cooperative-based
institutional financing schemes that leverage the development of the
digital economy (Wiyandarini et al., 2021).

The fourth requirement, namely a lawful cause or permitted causa,
in electronic contracts is in principle the same as in conventional contracts.
Article 1337 of the Civil Code determines that a cause is prohibited if it is
prohibited by law, contrary to morality, or contrary to public order. In the
digital realm, there are several types of transactions which, although
conducted electronically, substantially contain prohibited causes, such as
contracts for the sale and purchase of illegal content, the financing of
cybercrime activities, or the distribution of malware (Firmanto, 2025).
Such contracts remain null and void by law even if they fulfill other formal
requirements. Furthermore, electronic contracts must also comply with
the provisions of the Information and Electronic Transactions Law and its
derivative regulations. Law enforcement against such prohibited causes
needs to be supported by effective criminal sanctions to be able to prevent
the misuse of electronic means for criminal purposes, including criminal
acts of corruption that utilize electronic systems (Suhartono et al., 2024).
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In addition to such repressive approaches, resolutions for violators can also
consider a restorative justice approach oriented toward restoring the legal
relationship between the parties (Udjari et al., 2022).

Based on the comparison between conventional contracts and
electronic contracts, it can be understood that the requirements for the
validity of electronic contracts still refer to the provisions of Article 1320
of the Civil Code. The main difference lies in the mechanism of fulfilling
each requirement, which has adapted to the development of information
technology. Regarding the element of agreement, conventional contracts
are generally evidenced through wet signatures, oral statements, or the
behavior of the parties indicating consent. In electronic contracts,
agreement is manifested through digital media such as clicking consent,
the use of electronic signatures, or confirmation via electronic mail. Such
forms of consent legally retain binding force as long as they comply with
the provisions stipulated in the Information and Electronic Transactions
Law. The shift in work patterns toward remote working systems also
influences how agreements are formed in business relationships, as the
parties increasingly become accustomed to interacting and approving
agreements without physical meetings (Darmawan, 2023). If a dispute
arises due to mismatched understandings between the parties during the
agreement process, its resolution may also consider a restorative justice
approach as an alternative dispute resolution option (Wijaya et al., 2022).

Regarding the element of the capacity of the parties, conventional
contracts generally utilize direct identity verification through the
examination of identity cards or other physical documents. In electronic
contracts, the verification process is carried out digitally through the use
of eKTP, one-time passwords, biometric authentication, or other
electronic identity verification systems. These technological developments
enhance the efficiency of the contract formation process, while
simultaneously posing new challenges in the form of risks of identity
misuse, personal data theft, or authentication failures that can affect the
validity of a contract if not supported by a reliable and secure electronic
system (Martam, 2024). Regarding the element of a specific matter, both
conventional contracts and electronic contracts equally require the
presence of an object that is clear and determinable.
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Regarding the element of a lawful cause, both conventional
contracts and electronic contracts must still fulfill the requirement thatthe
content and purpose of the agreement must not conflict with laws and
regulations, morality, or public order. In electronic contracts, there are
additional requirements in the form of compliance with the provisions of
the Information and Electronic Transactions Law and its derivative
regulations, particularly those related to the wvalidity of electronic
documents, the use of electronic signatures, the operation of electronic
systems, information security, and personal data protection. Compliance
with the principles of fair business competition also constitutes an
important part of a lawful cause in electronic transactions, as regulated
through the supervision of the Business Competition Supervisory
Commission in the digital economy era (Wibowo et al., 2023a).
Digitalization does not alter the requirements for a valid agreement as
stipulated in the Civil Code, but rather transforms the mechanisms of
proof and execution through the utilization of information technology,
which must still adhere to the principles of legal certainty, electronic
system reliability, and legal protection for the parties.

The Evidentiary Strength of Certified and Uncertified Electronic
Signatures in Electronic Contracts According to the ITE Law

The rapid development of information technology demands a balance
between the speed of innovation and considerations of humanitarian
values so that the resulting regulations remain relevant and side with the
interests of the public (Darmawan, 2023). A signature is one of the most
important elements in a contract, serving as proof of consent and
identification of the involved parties. In the Indonesian legal system,
electronic signatures are regulated in Article 11 of the Information and
Electronic Transactions Law, which states that electronic signatures
possess legal force and valid legal consequences as long as they fulfill the
prescribed requirements (Utomo & Thukuse, 2025). Electronic signatures
that fulfill the statutory requirements are categorized as certified electronic
signatures, whereas those that do not fulfill these requirements are
categorized as uncertified electronic signatures. The difference between
these two types of electronic signatures lies in the certification mechanism
and their evidentiary strength in legal proceedings.
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Government Regulation Number 71 of 2019 concerning the
Implementation of Electronic Systems and Transactions provides more
detailed regulations regarding electronic signatures. Based on this
government regulation, certified electronic signatures must be created
using electronic certificates issued by an Electronic Certification Provider
thathas obtained recognition from the government. This provision creates
the ecosystem of trust necessary to ensure the authenticity and integrity of
the signed electronic documents (Hasan & Putra, 2025). Electronic
Certification Providers are tasked with conducting identity verification,
authentication, and the issuance of electronic certificates that meet specific
security standards. Consequently, certified electronic signatures possess a
high level of reliability because they are supported by a public key
infrastructure that guarantees the validity of the signer's identity. Such
diligence in managing identity data and electronic documents aligns with
the optimal data management principles that can support precise and
accurate decision-making processes (Ali & Darmawan, 2023).

The evidentiary strength of certified electronic signatures in trial
proceedings is equivalent to wet signatures. This is affirmed in Article 5
paragraph (1) of the Information and Electronic Transactions Law, which
states that electronic information and electronic documents, along with
their printed outputs, constitute valid legal evidence. The Supreme Court,
through Supreme Court Regulation Number 1 of 2019 concerning Case
Administration and Electronic Court Proceedings, has also recognized and
regulated the use of electronic documents in trial processes, which further
strengthensthe position of electronic contracts within the Indonesian legal
system (Dahlan et al.,, 2025). In judicial practice, certified electronic
signatures are more readily accepted as electronic evidence because they
are capable of guaranteeing the authenticity of the signer's identity, the
integrity of the electronic document, and preventing repudiation. The
principle of protection for interested parties in an electronic transaction is
actually not new in legal studies, as seen in the issue of business actors'
responsibilities in ensuring the smooth process of digital transactions for
consumers (Anugroh et al., 2023).

The issue that remains a subjectof debate concerns uncertifiedelectronic
signatures, which are widelyused in practice. Signatures in the form of images
or image scans of wet signatures affixed to PDF documents, or consent via

SISI - Vol. 6 No. 1, 93-126 L)




Studi Ilmu Sosial Indonesia

instant messaging applications, technically do not fulfill the requirements of
certified electronic signatures, yet factually they are very common in daily
transactions. The approach developing in legal practice is to recognize the
validity of uncertified electronic signatures as long as the existence of consent
can be proven and no legally proven repudiation exists (Perdana et al., 2025).
This means that uncertified electronic signatures continue to be recognized
based on Article 11 paragraph (2) of the Information and Electronic
Transactions Law, but their evidentiary strength is relatively more limited. Such
issues are fundamentally closely related to public legal awareness and prevailing
social norms, as the level of compliance with a rule is frequently influenced by
the extent to which the public understands and accepts that rule as part of
existing customs (Da Silva & Khayru, 2025).

Uncertified electronic signatures do not undergo the certification
process by an Electronic Certification Provider, meaning their validity
relies more heavily on the ability of the parties to prove the authenticity of
the signer's identity, the integrity of the electronic document, and the
existence of valid consent. In the event of a dispute, the party presenting
an uncertified electronic signature generally must introduce additional
evidence, such as transaction audit trails, IP addresses, account
authentication proofs, system logs, electronic correspondence, or other
digital evidence to strengthen proof (Ningrum & Dalimunthe, 2022).
Although both types of electronic signatures equally obtain legal
recognition in the Indonesian legal system, the use of certified electronic
signatures provides a higher level of legal certainty and protection,
particularly in business transactions of high economic value or electronic
contracts with the potential to cause disputes in the future. The need for
a reliable verification system free from discriminatory elements is actually
also a concern in other sectors, such as in the utilization of data for
business interests which must still pay attention to aspects of protecting
the subjects of that data (Bashori et al., 2024).

Electronic signatures have gained strong legal recognition in the
Indonesian legal system through the Information and Electronic
Transactions Law and Government Regulation Number 71 of 2019.
Certified electronic signatures possess an equivalent legal standing to wet
signatures because they are supported by electronic certificates and
verification systems that guarantee the authenticity and integrity of
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electronic documents. This regulation provides legal certainty and
strengthens the evidentiary function in electronic transactions as well as
trial proceedings. The practice of using uncertified electronic signatures
remains highly dominant in daily life, particularly in simple digital
transactions and business communication via electronic applications,
which indicates a gap between normative regulations and digital
community practices. The validity of uncertified electronic signatures
ultimately depends heavily on the ability of the parties to prove the
existence of consent, the identity of the involved parties, and the absence
of legally valid repudiation. Thus, the dynamics of electronic signature
regulation demonstrate that legal development in the digital era
consistently runs parallel to the demands for certainty, protection, and
trust in every form of interaction conducted electronically.

Legal Protection for Consumers in Electronic Contracts: Imbalanced
Positions and Regulation of Standard Clauses

Legal protection is one of the primary functions of the legal system in ensuring
thateverylegal subjectobtains theirrightsand is not arbitrarily disadvantaged.
In electronic contracts, thereis an inherentimbalance of positions between
business actors as platform or service providers and consumers as end-users.
This imbalance manifests itself in the use of standard agreements or adhesion
contracts whose entire contents are determined unilaterally by the business
actor. Consumers frequently have no room to negotiate the contents of the
agreement and can only accept or reject the offered contract (Rahma &
Sulastri, 2025). This condition places consumers in a weak position and
vulnerable to exploitation through unfair clauses in electronic contracts. Such
imbalance becomes even moreevidentwhen linked to the prevalence of fraud
cases in online transactions, which indicates that consumers are frequently in
the most vulnerable position to experience losses (Ali, Dirgantara, &
Darmawan, 2024). A similar phenomenon is also seen in the misuse of
cryptocurrencybased digital assets as traded commodities, where legal
loopholes further magnify the risk of loss for parties in a weak position
(Balkista, Hardyansah, Darmawan, Saktiawan, & Saputra, 2024). Such
inequality is fundamentally a reflection of broader inequality in social
interaction, much like howsocial stereotypes can influence opportunities and
treatmentreceived by certain groups (Sajjapong, Darmawan, & Marsal, 2022).
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The Civil Code contains a protection mechanism against the misuse
of standard clauses in contracts, namely through the principle of good faith
stipulated in Article 1338 paragraph (3). This article states that an
agreement must be performed in good faith. Contract law doctrine
interprets good faith as applying during the stage of contract performance,
the formation stage, and the post-performance stage. In the formation
stage of electronic contracts, good faith requires business actors to provide
clear, honest, and non-misleading information to their prospective
contracting partners. This obligation includes the disclosure of all
applicable terms and conditions, including technical matters that have the
potential to disadvantage consumers if not well understood (Rahma &
Sulastri, 2025). This moral obligation transformsinto a positive cyber legal
obligation through Article 9 of Law Number 11 of 2008 concerning
Information and Electronic Transactions (ITE Law), which obligates
business actors offering products through electronic systems to provide
complete and correct information regarding contract terms, producers,
and the products offered. The principle of good faith is fundamentally
closely related to the professional integrity values upheld in various fields,
including legal advocacy practices that demand justice to be carried out
ethically (Saktiawan, Hardyansah, Darmawan, & Putra, 2021). The
application of good faith by business actors also reflects ethical leadership,
which plays a crucial role in building a positive and sustainable
organizational culture (Mardikaningsih, Halizah, Nuraini, & Darmawan,
2022). This attitude is similarly related to an authentic leadership style
capable of creating a positive work climate and encouraging responsible
organizational behavior (Mardikaningsih et al., 2022)

As a material protective instrument, Law Number 8 of 1999
concerning Consumer Protection (Consumer Protection Law) provides an
additional layer of protection that is highlyrelevantin electronic contracts.
Article 18 of the Consumer Protection Law explicitly prohibits business
actors from including standard clauses which, among other things, state
the transfer of responsibility of the business actor, grant the right to the
business actor to reduce service benefits or reduce the assets of the
consumer which form the object of the service sale and purchase, or state
that the consumer is subject to regulations in the form of new, additional,
supplementary, or subsequent modification rules. Standard clauses that
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contradict Article 18 of the Consumer Protection Law are declared null
and void by law. This provision provides strong protection for consumers
against unfair business practices in electronic transactions. The legal force
of this prohibition is locked back into the corridor of cyber law by Article
47 paragraph (2) of Government Regulation Number 71 of 2019 (PP
PSTE), which asserts that electronic contracts are prohibited from harming
consumers and the inclusion of their standard clauses must comply with
regulations in the field of consumer protection. The spirit of such
protection fundamentallystems from principles also applied in other fields
of law, such as the restorative principle that prioritizes the recovery and
protection of parties in a weak position (Al Haibah et al., 2024). The
protection against such disadvantageous clauses becomes crucial especially
for small and medium-scale business actors, whose business continuity
heavily relies on competence in conducting transactions fairly
(Mardikaningsih et al., 2022). The ability of business actors to innovate
and compete healthily should still be balanced with compliance with
provisions protecting consumer rights (Abdullah et al., 2021).

In the realm of digital law, consumer protection in electronic
contracts is regulated more operationally through Article 47 and Article 48
of Government Regulation Number 71 of 2019 concerning the
Implementation of Electronic Systems and Transactions. These provisions
obligate business actors using electronic contracts to fulfill minimum
information standards that must be disclosed, including the identities of the
parties, the object and specifications of goods/services, transaction
requirements, prices and costs, up to contract cancellation procedures. This
obligation to disclose information is an implementation of the principles of
transparency and honesty in contract law. Business actors who fail to fulfill
the obligation of information disclosure can be subjected to administrative
sanctions in accordance with the provisions of prevailing laws and
regulations. The obligation to convey correct information relates to the
importance of professional honesty in every document submitted to other
parties, just as the issue of document forgery demonstrates the potential
losses arising from inaccurate information (Hartika et al., 2023). The
firmness of sanctions against violations of this obligation is important to
note, because the effectiveness of a sanction also determines the success of
law enforcement efforts against occurring violations (Ferdinanta, Saputra,
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& Darmawan, 2024). Clear operational standards in the provision of goods
and services also play an important role in supporting business performance
that is responsible toward consumers and the surrounding environment
(Barzani et al., 2022). Good information management by business actors
additionally serves as a source of competitive advantage, particularly for
companies operating in the information technology sector (Darmawan,
2023). Adequate digital marketing competence and digital literacy
constitute important factors for business actors in fulfilling these
information obligations accurately (Halizah & Darmawan, 2025).

The aspect of personal data protection also constitutes an important
dimension in the legal protection of the parties in electronic contracts. Law
Number 27 of 2022 concerning Personal Data Protection provides a
comprehensive legal framework regarding the rights of data subjects and
the obligations of data controllers (Wijayanto et al., 2025). In electronic
contracts, the collection of personal data of the parties is unavoidable, and
the Personal Data Protection Law mandates a valid legal basis for
processing, including through explicit consent mechanisms from data
subjects. Data controllers are obligated to ensure that the processing of
personal data is carried out in accordance with agreed-upon purposes, as
well as to guarantee the security and confidentiality of personal data
collected through electronic contracts. Regulations concerning electronic
data and personal data also receive special attention in criminal procedural
law, given the importance of data protection in the law enforcement
process within the cyber realm (Budiman et al., 2026). The effectiveness
of personal data protection regulations is also heavilytested in the financial
technology sector, whose data management is closely linked to the trust of
service users (Aziz et al., 2023). The issue of data protection is similarly
relevant to the mitigation of investment risks on technology-based lending
platforms, the management of whose user data requires adequate legal
arrangement (Sahid et al., 2023).

The dispute resolution mechanism in electronic contracts also serves
as an important componentin the legal protection system. Article 38 of the
Information and Electronic Transactions Law grants the right to anyone
who can prove the existence of losses resulting from unlawful acts utilizing
electronic systems to file a civil lawsuit. Alternative dispute resolution
mechanisms are also available through Consumer Dispute Resolution
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Bodies and Alternative Dispute Resolution Institutions, which increasingly
develop capacities to handle disputes originating from electronic
transactions. These mechanisms provide options for the parties to resolve
disputes without having to go through time-consuming and costly judicial
processes. Technological developments also play a role in driving digital
innovation that influences dispute resolution patterns across various
business sectors (Mardikaningsih & Wardoyo, 2024). The use of electronic
money as an alternative cash payment tool also has the potential to generate
distinct disputes that need to be resolved through available mechanisms
(Sinambela & Darmawan, 2022). The advantages and disadvantages of
using such electronicmoneyneed to be continuously studied so that dispute
resolution mechanisms can accommodate the continuously evolving
characteristics of electronic transactions (Sinambela & Darmawan, 2022).

The Urgency of Updating Electronic Contract Law Amidst Digital
Technology Development and the Speed of Cross-Border Transactions
Although the regulatory framework for electronic contracts in Indonesia
has experienced significant development, there remain several challenges
that require serious attention from lawmakers and practitioners. First,
there are inconsistencies in the application and enforcement of laws
regarding electronic contracts among different judicial institutions.
Dispute resolution approaches oriented toward the restoration of rights,
as applied in handling cases in digital spaces based on the Informationand
Electronic Transactions Law and the Criminal Code, can serve as a
reference in formulating more consistent electronic contract dispute
handling standards (Darmawan & Negara, 2023). There is yet no
established jurisprudence regarding the standards of validity for electronic
contracts, particularly for types of contracts made under conditions of
significant bargaining position imbalance (Salsabila & Ispriyarso, 2023).
This uncertainty creates legal risks for parties conducting electronic
transactions because they cannot predict with certainty how courts will
assess the validity of the contracts they create.

Second, jurisdictional issues in cross-border electronic contracts
remain a problem that has not been comprehensively resolved. Electronic
contracts involving parties from different countries raise complex legal
questions regarding applicable law and competent courts. Choice of law
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clauses in standard agreements that frequently refer to the law of the
business actor's home country can disadvantage Indonesian consumers
who are forced to submit to a foreign legal system with which they are
unfamiliar (Herry & Fajarani, 2022). Provisions regarding the choice of
law and choice of forum ought to be formulated with consideration for the
balance of interests between business actors and consumers, in line with
the notion that good policy must balance various interests involved within
it (Mardikaningsih & Hariani, 2021). Indonesian consumers frequently
lack sufficient bargaining power to negotiate choice of law and choice of
forum clauses, therebybeing forced to accept provisions that favor business
actors. This problem becomes increasingly complex with the existence of
digital transactions involving multiple jurisdictions simultaneously.

Third, the extremely rapid development of technology, including the
emergence of blockchain-based smart contracts, contracts created by
artificial intelligence, and transactions within metaverse environments,
createsnew challenges that havenot been anticipated by existing regulations.
Smart contracts are computer programs that automatically execute
instructions based on pre-determined conditions without requiring human
intervention. The entry of new technology into the managementsystem of
a field typically demandsadjustments to the regulatory framework so thatiits
implementation remains directed and does not cause new problems in the
future (Mardikaningsih & Wardoyo, 2024). Contracts created by artificial
intelligence raise questions regarding who is legally responsible if errors or
losses occur as a result of such contracts Moro, 2024). Transactions within
metaverse environments thatinvolve virtual assets and digital identities also
require special legal arrangements due to their characteristics differing from
conventional transactions.

Traditional civil law concepts such as parties to an agreement, free
will, and legal liability need to be redefined in the face of these technologies
to ensure the relevance and effectiveness of the legal system. The parties to
an agreement in a smart contract may not be clearly identifiable due to the
anonymity inherent in blockchain technology (Dave, 2025). The experience
of applying new management principles in a sector indicates that
fundamental changes in working methods generally require the adjustment
of old concepts and rules so that they remain relevant to developing
conditions (Mardikaningsih & Nuraini, 2022). Free will in contracts made
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by artificial intelligence also becomes a question because the decision to
make a contract is taken by an algorithm, not by a human. Legal liability in
the event of a failure in a smart contract also needs to be clearly regulated so
that the parties obtain adequate legal protection.

To overcome these challenges, planned and comprehensive legal
development steps are required. First, a revision of the Civil Code or the
formation of a more modern contract law that explicitly accommodates
electronic contracts needs to be carried out immediately. Second, the
Supreme Court needs to issue a Circular Letter or Supreme Court
Regulation that provides technical guidance for judges in handling cases
related to electronic contracts. Third, bilateral and multilateral cooperation
within the framework of international law needs to be strengthened to
resolve jurisdictional issues in cross-border electronic contracts. Fourth,
increasing public legal literacy regarding electronic contracts and the risks
accompanying them needs to be carried out continuously. The urgency of
increasing this legal literacy is increasingly felt given that the utilization of
digital means as business activity media is now increasingly widespread
among the public, making the understanding of the legal risks
accompanying it an urgent need (Mardikaningsih & Halizah, 2024).

Strengthening Legal Certainty and Protection of Parties in Electronic
Contracts through Regulatory Updatesand Jurisprudence Development
The development of electronic contracts in Indonesia still faces various
complex legal challenges, both in terms of legal substance, law
enforcement, and the extremely rapid development of digital technology.
The non-uniform application of law by judicial institutions indicates that
regulations and technical guidelines regarding electronic contracts are not
yet fully established. Jurisdictional issues in cross-border electronic
contracts create potential injustices for Indonesian consumers, especially
when faced with foreign choices of law and forums unilaterally determined
by business actors (Hasan & Putra, 2025). The development of new
technologies such as blockchain-based smart contracts, artificial
intelligence, and transactions within metaverse environments also
demonstrates that conventional civil law concepts require adjustments to
remain relevant to the dynamics of modern digital transactions.
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Blockchain technology itself actually offersthe potential to strengthen data
integrity and security in electronic transactions, making its presence
needing to be balanced with adequate regulatory readiness (Mohan et al.,
2024). An equally urgent issue is the prevalence of cybercrimes such as
carding and phishing, which indicates that the ITE Law needs to be
continuously evaluated so that it is capable of reaching evolving digital
crime modalities (Darmawan et al., 2025).

Legal reform through regulatory revision constitutes an urgent step
that must be taken to guarantee legal certaintyand the protection of parties
in electronic contracts. Revisions to the Civil Code need to consider the
recognition of various forms of electronic contracts, digital consent
formation mechanisms, and standards for verifying the identity of the
parties. The Information and Electronic Transactions Law also needs to
be updated to accommodate the latest technological developments and
provide better legal certainty (Herliyan et al., 2025). Strengthening judicial
guidelines through the issuance of Supreme Court Regulations or
Supreme Court Circular Lettersthat provide technical guidance for judges
in handling electronic contract cases becomes an important step to create
uniformity in legal application across all judicial institutions. Such
regulatory updates cannot be separated from compliance efforts that must
be consistently implemented by everyorganization in adjusting its business
practices to changing rules (Darmawan et al., 2024). The experience of
criminal regulation in other fields, such as provisions regarding hazardous
chemicals in food distribution, can serve as a reference regarding the
importance of clarity in legal norms so that their enforcement runs
effectively (Noor et al., 2023).

International cooperation within the framework of international law
needs to be strengthened to address jurisdictional issues in cross-border
electronic contracts. Indonesia needs to be active in international forums
discussing the harmonization of electronic contract law and consumer
protection in digital transactions. Bilateral and multilateral agreements
concerning the recognition and execution of court judgments in electronic
contract disputes need to be formulated to provide legal certainty for the
parties involved in cross-border transactions (Taufiqurokhman et al.,
2025). This cooperation also includes the exchange of information and
best practices in handling electronic contract disputes between countries.
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The protection of Indonesian consumers conducting transactions with
foreign business actors becomes a priority that must be advocated for in
such international cooperation. These cross-border issues are clearly
evident in cross-border payment regulations, the impact of which on
Indonesian consumers needs to be continuously studied so that users'
interests remain protected (Rahman et al., 2024). The strengthening of
such cooperation is also relevant to the responsibilities of digital
marketplace platforms operating across jurisdictions, including in
assessing potentially anticompetitive practices (Negara et al., 2024).

The principle of pacta sunt servanda adhered to in Article 1338
paragraph (1) of the Civil Code, which states thatall legallymade agreements
apply as law for those who make them, remains a strong foundation for the
validity of electronic contracts. This principle must be balanced with
adequate protection for the weaker party and the prevention of the abuse of
freedom of contract. The harmonization among legal certainty, justice, and
utility in the context of electronic contracts constitutes both a challenge and
a task for the future development of Indonesian civil law (Utomo &
Thukuse, 2025). The legal system must be capable of accommodating the
interests of the parties in a balanced manner withoutsacrificing either party.
Protection for the weaker partyis in line with product liability regulations
concerning defective goods, which demand that business actors provide fair
compensation to disadvantaged consumers (Marsal et al., 2025). The
importance of balanced legal protection is also apparent in other vulnerable
groups, such as the fulfillment of the rights of elderly inmates, which
requires the strengthening of supervisory systems to ensure their rights
remain fulfilled (Pamungkas et al., 2025).

The improvement of public legal literacy regarding electronic
contracts and the risks accompanying them needs to be carried out
continuously. The public needs to understand their rights and obligations
in conducting electronic transactions, as well as the available mechanisms
to resolve disputes if losses occur (Yuswanti & Redi, 2025). Socialization
regarding the importance of reading and understanding the contents of
electronic contracts before giving consent serves as an effective preventive
step to reduce future disputes. Legal education integrated into formal and
non-formal education curricula can serve as an effective means to increase
public legal awareness. Thus, the public can become intelligent and
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protected consumers in electronic transactions. Such digital
empowerment is also important to apply in trust-based transaction
practices such as online rotating savings and credit associations (arisan
daring), so that participants understand the legal protections safeguarding
their interests (Negara & Darmawan, 2023). The issue of ethics in
disseminating information on digital media, for instance concerning
traffic accident victims, also emphasizes that legal literacy needs to be
accompanied by ethical awareness in using electronic media (Muhammad
etal., 2023). Good legal awareness ultimately contributes to forming fairer
social acceptance, as seen in efforts to build civic relations for former
inmates post-release (Rizaldy et al., 2023).

Optimization of the electronic certification system to guarantee legal
certainty and protection in electronic transactions is a strategic step that
needs to be taken. Electronic Certification Providers need to receive
adequate recognition and supervision from the government to ensure that
the electronic certificates issued meet security and reliability standards.
The use of certified electronic signatures needs to be encouraged through
incentives for business actors and ease of access for the public. Education
regarding the difference between certified and uncertified electronic
signatures needs to be widely disseminated so that the public can make
appropriate decisions in choosing the type of electronic signature to use.
The reliability of such certification systems is closely related to
strengthening consumer rights to the recovery of losses resulting from
personal data leaks, particularly in the financial technology and e-
commerce sectors (Mujisulistyo et al., 2024). User trust in electronic
systems also depends on the protection of privacy rights and responsible
data management by digital platform organizers (Oluwatosin, 2024). The
development of ethical and fair technology serves as a principle that needs
to be upheld in building an electronic certification system trusted by the
wider public (Radjawane & Mardikaningsih, 2022).

The Supreme Court needs to build consistent jurisprudence regarding
the validity standards of electronic contracts through rulings that serve as
guidelines for judges in handling similar cases. Established jurisprudence will
provide legal certainty for parties conducting electronic transactions and
reduce disparities in rulings among courts (Perdanaet al., 2025). The role of
academics and legal practitioners in providing input to the Supreme Court
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through in-depth legal studiesis crucial for building quality jurisprudence that
is responsive to technological developments. Such jurisprudential consistency
has been evident in the application of the elements of money laundering
criminal acts in various Indonesian court decisions, which demonstrates the
importance of uniform guidelines for judges (Rusianto et al., 2023). Another
example can be seen in the regulation of narcotics abuse criminal acts, which
illustrates how the clarity of legal norms determines the consistency of court
decisions (Prabowo et al., 2024).

Supervision over the implementation of consumer protection in
electronic contracts needs to be strengthened through the active role of
supervisory institutions and civil society organizations. Business actors who
violate provisions regarding standard clauses and information disclosure
obligations need to be subjected to firm sanctions to provide a deterrent
effect (Rahma & Sulastri, 2025). Easily accessible and responsive consumer
complaint mechanisms need to be developed so that consumers can obtain
legal protection quickly and efficiently. Alternative Dispute Resolution
Institutions and Consumer Dispute Resolution Bodies need to
continuously develop their capacities to handle disputes originating from
electronic transactions. Such supervisory roles are also relevant to the
importance of consumer reviews as a form of feedback that can serve as
evaluation material for business actors in improving their business strategies
(Negaraetal., 2021). The enforcement of product labeling regulations, for
instance on cosmetic products, likewise servesasan example of how business
actor compliance influencesfair competition in the market (Purwantoetal,
2023). The active involvement of civil society organizations in such
supervision can be understood as part of citizen participation in maintaining
public policy accountability (Rojak et al., 2021).

Research and development of electronic contract law need to be
continuously carried out to anticipate future technological developments.
An interdisciplinary approach involving legal experts, information
technology professionals, and digital economists is necessary to produce
comprehensive and futuristic legal policies. Indonesia needs to learn from
the experiences of other countries that are more advanced in regulating
electronic contracts and adopt best practices suited to national needs.
Thus, the Indonesian legal system can become an adaptive and responsive
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system toward digital technology developments without sacrificing the
principles of justice and legal certainty.

Conclusion
The validity of electronic contracts essentially continues to be guided by the
legal requirements of agreementsunder Article 1320 of the Indonesian Civil
Code, yet its application undergoes adjustments to accommodate the
characteristics of digital transactions. Certified electronic signatures possess
evidentiary force equivalent to wet ink signatures, whereas uncertified
electronic signatures possess limited force that depends on supporting
evidence. The legal protection of the parties in electronic contracts is
manifested through the principle of good faith, the prohibition of
detrimental standard clauses, as well as obligations regarding information
disclosure and personal data protection. The implications of this research
are the necessity for updating electronic contract regulations, issuing
technical guidelines for judges, and strengthening international cooperation
to address jurisdictional issues in cross-border electronic contracts.
Although the regulatory framework for electronic contracts in
Indonesia has experienced significant development through the latest
Electronic Information and Transactions Law, the Personal Data
Protection Law, the Consumer Protection Law, and the Government
Regulation on the Implementation of Electronic Systems and
Transactions, various challenges still require serious attention.
Inconsistencies in law application within judicial institutions,
jurisdictional issues in cross-border electronic contracts, and the
emergence of new technologies such as blockchain-based smart contracts,
artificial intelligence, and the metaverse indicate that legal reform is an
urgent step that must be taken. The revision of the Indonesian Civil Code
and the establishment of consistent jurisprudence through Supreme Court
Regulations constitute urgent needs to guarantee legal certainty and
protection for the parties in electronic contracts. Strengthening
international cooperation, enhancing public legal literacy, optimizing
electronic certification systems, and supervising the implementation of
consumer protection are also strategic steps that must be carried out in a
planned and sustainable manner. Thus, the Indonesian legal system can
become an adaptive and responsive system toward digital technology
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developments without sacrificing the principles of justice, legal certainty,
and protection for the parties involved in electronic transactions.
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